U.S. Department of State Foreign Affairs Manual Volume 12 - 
Diplomatic Security 

12 FAM 500 
INFORMATION SECURITY 

12 FAM 510 
SAFEGUARDING NATIONAL SECURITY 
AND OTHER SENSITIVE INFORMATION 

(CT:DS-1 63; 06-1 6-201 1 ) 
(Office of Origin: DS/SI) 



12 FAM 511 POLICY AND PURPOSE 
12 FAM 511.1 Applicability 

(CT:DS-1 63; 06-1 6-201 1 ) 
(Uniform State, US AID, OPIC, USTDA) 

a. Unless otherwise noted, 12 FAM 500 applies to all national security and 
sensitive information that is owned by, originated by, produced by or for, 
or under the control of Foreign Affairs Agencies, at any and all 
Department-controlled locations regardless of physical form. For purposes 
of this FAM chapter, Foreign Affairs Agencies include: 

(1) The Department of State; 

(2) The United States Agency for International Development (USAID); 

(3) The Overseas Private Investment Corporation (OPIC); 

(4) The Trade and Development Program (USTDA); and 

(5) All other executive branch agency personnel located under the 
jurisdiction of a chief of mission. 

b. Nothing in these regulations supersedes any requirement related to 
"Restricted Data" in the Atomic Energy Act of August 30, 1954, as 
amended, or Department of Energy regulations. 

c. Sensitive compartmented information (SCI), special access programs 
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(SAPs), and communications security (COMSEC) information must be 
processed and controlled in accordance with applicable national 
authorities, directives, and policies. (See 12 FAM 530.) 

12 FAM 511.2 Authorities 

(CT:DS-1 63; 06-1 6-201 1 ) 
(Uniform State, AID, OPIC, USTDA) 

a. Atomic Energy Act of 1 954, as amended. 

b. Executive Order 13526, Classified National Security Information. 

c. Information Security Oversight Office (ISOO)—32 CFR Parts 2001 and 
2003, Directive No. 1. 

d. The Omnibus Diplomatic Security and Antiterrorism Act of 1986, Public 
Law No. 99-399, codified at (22 U.S.C. 4802 et seq.). 



12 FAM 512 IMPLEMENTATION AND 
OVERSIGHT RESPONSIBILITIES 

(CT:DS-1 63; 06-1 6-201 1 ) 
(Uniform State, USAID, OPIC, USTDA) 

a. E.O. 13526 provides that the Director of the Information Security 
Oversight Office (ISOO) must issue directives necessary to implement the 
Order, under the direction of the Archivist of the United States and in 
consultation with the Assistant to the President for National Security 
Affairs. 

b. The ISOO Director has issued a directive (32 CFR Part 2001) that sets 
forth, in detail, procedures for implementing various provisions of the 
Order. This subchapter reflects many of the requirements of the ISOO 
directive. 

c. Code of Federal Regulations may be found at the National Archives Web 
site. 



12 FAM 512.1 Responsibilities 

12 FAM 512.1-1 Senior Agency Officials 
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(CT:DS-1 63; 06-1 6-201 1 ) 
(Uniform State, USAID, OPIC, USTDA) 

a. Individuals occupying the following positions are designated as senior 
agency officials for purposes of this chapter: 

(1) Department of State: 

(a) The Secretary has designated the Under Secretary for 
Management to be the Senior Agency Official. The Under 
Secretary for Management further designated that the Bureau 
of Administration and the Bureau of Diplomatic Security (DS) 
share the responsibility for implementation of E.O. 13526. 

(b) DS is responsible for all aspects of protecting and 
safeguarding classified information and special access 
programs, to include SCI. 

(c) The Bureau of Administration is responsible for other aspects 
of implementing E.O. 13526, including the classification, 
declassification, and marking of information classified under 
the Order as well as training and guidance in classification 
and declassification. (See 5 FAM 480.) 

(2) USAID: USAID Office of Security; 

(3) OPIC: Vice President, Office of Administrative Services; and 

(4) USTDA: Assistant Director for Management. 

b. Senior agency officials have the primary responsibility of overseeing their 
respective agency's information security program. This includes the 
requirement to: 

(1) Ensure the protection from unauthorized disclosure of classified 
information, including intelligence information; 

(2) Review proposed classified disclosures of an exceptional nature 
bearing upon issues of concern to the Congress and the public; 

(3) Establish a security awareness program to educate employees 
concerning their duties and responsibilities with regard to the 
requirements of E.O. 13526; 

(4) Receive and take appropriate action on suggestions and complaints 
with respect to the agency's administration of the Program; 
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(5) Provide guidance concerning corrective or disciplinary action in 
unusually important cases involving unauthorized disclosure; and 

(6) Maintain liaison with the Director, ISOO, and report as required by 
E.O. 13526. 

12 FAM 512.1-2 Supervisors 

(CT:DS-1 63; 06-1 6-201 1 ) 
(Uniform State, USAID, OP1C, USTDA) 

The responsibility for safeguarding classified information rests with each 
supervisor to the same degree that the supervisor is charged with functional 
responsibility for the organizational unit. While certain employees may be 
assigned specific security responsibilities, such as Top Secret control officer 
or unit security officer, it is nevertheless the basic responsibility of 
supervisors to ensure that classified material entrusted to their 
organizational unit is handled in accordance with the procedures required by 
these regulations. Each supervisor should ensure that no single employee is 
assigned an unreasonable amount of security responsibilities in addition to 
his or her usual administrative or functional duties. 

12 FAM 512.1-3 Employees 

(CT:DS-1 63; 06-1 6-201 1 ) 
(Uniform State, USAID, OPIC, USTDA) 

Each employee having access to and/or possession of classified material is 
responsible for maintaining the security of such material. For the purposes of 
these regulations, the term "employee" includes anyone who is certified 
and/or authorized access to classified information by virtue of a contract, 
consulting agreement, detail, grant, appointment to an advisory panel, or 
otherwise. Each employee must meet the requirements of a "cleared U.S. 
citizen" (see 12 FAM 091 ) for access to classified information. 

12 FAM 512.1-4 Top Secret Control Officers 

(CT:DS-1 63; 06-1 6-201 1 ) 
(Uniform State, USAID, OPIC, USTDA) 

Employees appointed as Top Secret control officers (TSCOs) have the 
responsibility to ensure that Top Secret material is properly safeguarded, to 
include origination, marking, accountability, storage, duplication, 
transmission, and destruction. (See 12 FAM 535.) 
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12 FAM 512.1-5 Regional, Post, Bureau, or Unit Security 
Officers 

(CT:DS-1 63; 06-1 6-201 1 ) 
(Uniform State, USAID, OPIC, USTDA) 

Employees assigned as regional, post, bureau or unit security officers have 
the supervisory and/or the oversight responsibility to ensure that classified 
material entrusted to their organizational unit is handled in accordance with 
the procedures prescribed in this volume. (See 12 FAM 423). 

12 FAM 512.2 Evaluations, Surveys, and 
Inspections 

(CT:DS-1 63; 06-1 6-201 1 ) 
(Uniform State, USAID, OPIC, USTDA) 

The executive director of each bureau, and each regional security officer 
(RSO), must maintain the program designed to ensure compliance with the 
provisions of these regulations. The executive director is responsible for 
ensuring that the bureau has a designated security officer and must work 
with that officer to ensure all employees are aware of the security 
requirements. Within USAID, the Office of Security is responsible for 
evaluating the effectiveness of the USAID Information Security Program and 
ensuring that all regulatory requirements are met. 



12 FAM 513 THROUGH 519 UNASSIGNED 
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